UBND TINH THANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM
SO TAI NGUYEN VA MOI TRUONG Doc 1ap - Tw do - Hanh phuc

S6: 6882 /STNMT-DLTT Thanh Hod, ngay 37thang 7 nam 2024

Vv canh bao rui ro an toan thong tin li€n
quan dén san pham cua CrowdStrike.

Kinh gui: Truéng cac don vi thudc S&

So Tai nguyén va Mbi trudng nhan duge Cong vin sd 221/TTCNTT&TT-
QTHT ngay 27/7/2024 cia Trung tam Cong nghé thong tin va Truyén thong vé viée
canh bao canh bao riii ro an toan thong tin lién quan dén san pham cua CrowdStrike.
Cén ctr cac Cong van canh bdo an toan thong tin cia Cuc An toan thong tin, B
Thong tin va Truyén thong va qua cong tac giam sat an toan thong tin mang, da phat
hién rui ro an toan thong tin lién quan dén san pham ciia CrowdStrike. Su ¢6 trén da
giy anh huong toi nhiéu co quan, to chirc trén thé gidi, trong d6 bao gdm P,
Singapore, Tay Ban Nha, An D9, Israel, Nam Phi,....

Cu thé, céc may tinh chay hé diéu hanh Windows 10 va cai dat phﬁn mém
Falcon Sensor cia hing CrowdStrike déu gap 16i man hinh xanh (Blue Screen Of
Death - BSOD) va khong thé khoi dong lai dé hoat dong binh thuong. Diéu nay gay
anh huong toi hé thong thong tin va hoat dong ciia ca nhén, co quan, to chirc. Nha
phat trién CrowdStrike da dua ra thong bao xac nhén rui ro va thuc hién khoi phuc
phan mém Falcon Sensor dé tranh gdy thém anh hudng t6i thiét bi ctia nguoi dung.

(Théng tin chi tiét xem tai Phu luc kém theo)

Pé bao dam an toan thong tin mang ddi véi cac hé théng thong tin tai cac hé
thong thong tin va may tinh ctia cac don vi, Giam doc S& ¢o y kién chi dao nhu sau:

1. Giao Truong cac don vi truc thude So chi dao cac bd phan, ca nhan thuc hién:

- Chu dong t6 chire Kiém tra, ra soat, xac dinh mdy tinh str dung hé diéu hanh
Windows c6 kha ning bi anh hudng boi rii ro an toan thong tin trén(néu ¢é). Chu
dong theo ddi cac thong tin lién quan nham thyc hién khic phuc rii ro trong truong
hop bi anh hudng.

- Trong qué trinh thuc hién, néu gip khé khin, vudng mac vé ky thuat lién
quan dén cac ndi dung, cong viée lién hé voi To tng cliru su ¢ An toan thong tin
mang S¢ Tai nguyén va Méi truong hodc Trung tdm Dit liéu thdng tin tai nguyén va
moi truong (don vi phu trach an toan thong tin mang cta S& truc tiép theo doi, chi
dao hoat dong cua T ung ciru su cé).

2. Giao Trung tdm Dt li¢u thong tin tai nguyén va moi truong:

- Tang cuong giam sat va san sang phuong an xir 1y khi phat hién c6 dau hiéu
bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao cua



cac co quan chiic nang va céac to chirc 16n vé an toan thong tin dé phat hién kip thoi
c4c nguy co tin cong mang.

- Phéi hop T ung cuu su ¢d S&, t chirc tién hanh kiém tra, ra soat va san
sang phuong an xir 1y sy ¢b khi phat hién c6 dau hiéu bi khai thac, tin cong mang,
xtr 1y, ngdn chin su ¢ mat an toan thdng tin néu co tai Co quan S& va cac don vi
truc thudc SO Tai nguyén va Moi truong.

- Pang tai hudng dan k§ thuat cach thire thuc hién chi tiét rai ro an toan thong
tin lién quan dén san pham ctia CrowdStrike 1én Cong thong tin dién tir clia S6.

Theo cac ndi dung trén, yéu cau céac don vi nghiém tac trién khai thuc hién./j.

Noi nhén: KT. GIAM POC
- Nhu trén; 7 PHO GIAM POC
- Giam doc So (de b/c);

- Cong thong tin dién tir So;

Nguyén Khanh Toan



Phu luc
THONG TIN CHI TIET VE RUI RO AN TOAN THONG TIN

1. Thong tin chi tiét vé rii ro an toan thong tin lién quan dén san phim cia
CrowdStrike

Cuc An toan thong tin d3 phat hién rui ro an toan thong tin lién quan dén san
phém ctia CrowdStrike. Cu thé, cac may tinh chay h¢ diéu hanh Windows 10 va cai
dit phan mém Falcon Sensor ctia hing CrowdStrike déu gap 18i man hinh xanh (Blue
Screen Of Death - BSOD) va khong thé khoi dong lai dé hoat dong binh thudng.
Diéu nay gy anh huodng toi hé théng thong tin va hoat dong ctia c4 nhan, co quan,
t6 chirc. Nha phat trién CrowdStrike da dua ra thong bao xac nhan rii ro va thuc
hién khoi phuc phan mém Falcon Sensor dé tranh gay thém anh hudng téi thiét bi
cua nguoi dung.

Hwéng din khic phuc d6i voi cac thiét bi da bi anh huéng:

Buéc 1: Khoi dong lai may tinh va vao ché do Safe Mode hodc Windows
Recovery Environment.

Buwéc 2: Truy cap thu muc “C:\Windows\System32\drivers\CrowdStrike”

Budc 3: Xo6a bo cac tap tin c6 dinh dang “C-00000291*.sys” (tap tin cd dinh
dang .sys va tén bat dau bang chudi C-00000291)

Budc 4: Khéi dong lai may tinh va st dung nhu binh thuong.

2. Tai liéu tham khao

https://supportportal.crowdstrike.com/s/article/Tech-Alert-Windowscrashes-
related-to-Falcon-Sensor-2024-07-19
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